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We make the sustainable
Digital Factory happen = now!

Catalin LEPINZEAN - BD/KA Manager
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PHOENIX CONTACT

Phoenix Contact

Phoenix Contact develops and

manufactures industrial electrical
and electronic technology products
that power, protect, connect and
automate systems and equipment.
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1923
Foundation in Essen

1928
The RWE terminal block

1966
Company headquarters
established in Blomberg

1981
Onwards: First foreign
subsidiaries

1967 1977,1982 and 1983 1987

Strip Plug-in relay terminal INTERBUS —
terminal PCB terminal blocks serial fieldbus
blocks Surge protection system

Today
Located all over
the world

® 6 ©o
PRO:I;L:)UD
PLCnext Technology S
Designed by PHOENIX CONTACT
2005
Safety COMPLETE line
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Empowering your business! I

Technology Innovative Trend Multiplicativity Proof-of-
know-how products digitalization concept

s

DIGITAL

FACTORY

Scalable Training Industry Ready-
solutions program know-how to-use
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PLCnext Technology

Desugned by PHOENIX CONTACT
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Digitalization is changing our world

DIGITAL FACTORY NnowJ

Services / IoT

New, data centric
business models

Energy efficiency
Reduced energy
consumption

ecured networke
systems as a basi

onomic production
ith batch size one

Py
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Digitalization is changing our world
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Production = = = Production
process process
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Proof-of-concept: Phoenix Contact PLCnext Factory/ Bad Pyrmont/ Germany

DIGITAL FACTORY NnowJ

DIGITAL INDUSTRIAL CONVENTIONAL
COMPANY PRODUCTION

>10%
F\ Increas:

productivity

productivity

Digital production data Data analytics team

Lean
production

I 3 *i' | time
Focus on
idea-to-cash

Speed: Up to

i BX taster

Production process Production teams

\_/

"‘\"‘ Visit our own production in Bad Pyrmont ..- [ﬂc"c’:'n‘fr'}i'é .-‘
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https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory
https://www.plcnext-community.net/en/plcnext-factory

Proof-of-concept: Phoenix Contact PLCnext Factory/ Bad Pyrmont/ Germany

DIGITAL FACTORY NnowJ

= Limit position ....................................................................
: Minimal retrieving

1 energy consumption

= Fluxer Stopped ...............................................................
: (just between the power supply line)

= Gripper in position

3-5% of I/Os are sufficient to

= Preheating active e :
: 2 fully represent the processes
J WEIIS [EIEER I [FRSTHE |y 1T . Galvanic separation
Cf} o O O 3 of I/0 signals
(no new CE certification

of the plants required)

T, o
i ?? ? ? ? I a Ready-to-use and individual
3

1 24V DC Pick-up signals 2 Minus potential (-) electrical Cabinet for eaCh use
| VAC case
Example: Selective soldering machine
m Productivity increase within 1.5 years of >10%! . [ﬂcpgﬁ-rﬁ'cxr
INSPIRING INNOVATIONS
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The holistic
offer with

Digital Factory
now




The holistic offer with Digital Factory now

DIGITAL FACTORY NnowJ

a8 4

'/
DATA
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Smart collection, storage Secure connection

and evaluation of data COLLECTION, ERP  MES between OT and IT
AND EVA- SECURITY
LUATION
Trouble-free o o Intelligent, consistent,
and stable data | < o PLC CNC flexible and open
DATA

infrastructure automation standard

TRANS-
PORTATION

)
)
)

-9 7 rJ Production process
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The various solutions of your digitalization success

DIGITAL FACTORY NnowJ

SMART AUTOMATION NETWORK O "'/ COHLECTION

CONNECTION OF A OT MEETS IT

SMART DEVICES

ANOMALY DETECTION

SECURITY EVALUATION

SECURELY NETWORKED
PRODUCTION

SMART PRODUCTION
MANIPULATION DETECTION

FLEXIBLE PRODUCTION

WITH AGV
. mPHCENIX
CONTACT

INSPIRING INNOVATIONS

SECURE MACHINE INTEGRATION




® = oL LECT,
STORE, AND
EVALUATE
DATA

v
DATA COLLECTION v

OT MEETSIT | /l,f]
Ly
ANOMALY DETECTION @



DIGITAL FACTORY NOW vy
DATA COLLECTION

Requirements
Gain all types of data

Easy and fast integration

Cost-efficient collection

CCHC)
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DIGITAL FACTORY NOW Y
DATA COLLECTION

Solutions

@ Smart hardware collecting
and storing data in OT

@ Seamless integration of sensors
and collecting automation

@ Scalable, adaptable for
brown-and greenfield projects

> = = PI‘OdUCtIO“
0o0o process
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DIGITAL FACTORY NOW
DATA COLLECTION

PHCENIX
CONTACT

- S s P
e v —

PHCENIX
CONTACT

=

v — AN

PHCENIX
CONTACT

P

Individual

W

Ready-to-order

Tested and validated
Data Collection Boxes
for various applications

Large portfolio of
energy measuring

Individual, customized
sensorics
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INSPIRING INNOVATIONS




DIGITAL FACTORY NoOwJ } ??ﬁ
L

COLLECT DATA - OT MEETS IT
Requirements

Seamless connection
between OT and IT

Data available everywhere
and anytime

Data readable, com-
parable and usable by
any device or system

@ (@ (@
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DIGITAL FACTORY NnowJ <
OT MEETS IT %

Solutions

Easy data exchange between
OT and IT layer

OT-Level N"T;:ize'j IT-Level

BP/Plant1/E
20200715 ppworksch oA On  Power BOOL
12:33:15 achine

edulel

BP/PlantiM
20200815  achinet/PL  Engine On/

122130 CUAXLSE  Off TRUE BooL
DI 16/Input2
BP/PlantiM
20200715 achine2/PL

12:33:16 ClUAXLSE o™ g F BERE

Al412

) BP/Plantl/zZ

2020.07.15 one1/Machi Energy

a 12:34:16 ne24/EMpro  Total 3345 KWh o REAL

-MA370

PLCnext Technology™
Designed by PHOENIX CONTACT

Open interfaces for
limitless connectivity

Normalized, real-time
and time-stamped data

© e ®
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DIGITAL FACTORY NnouwJ
OT MEETS IT %
Ready-to-order

Yeg PLCnext IIoT
— / framework

=y | Ready-to-use OT
—~ / and IT connectors

EHEEEEEEEEE

PLCnext Store

i Iuncxpcctc-dposmbutms : : | : , .E Exchangeable
O T ey — / hardware platform
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COLLECT DATA - ANOMALY DETECTION

Requirements
Process optimization

Condition monitoring

Predictive maintenance

CRCHC)
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DIGITAL FACTORY NOW
ANOMALY DETECTION

MLnext Execution MLnext Creation
« Task Scheduling « Training Worksp‘ace
+ REST-Interface * Codeless creation

+ AutoML

PLCnext Extensions
(Coral)

Cloud Technc

© e ©

Solutions

Highest flexibility by
open source code

Self learning algorithm

Visualization of results
and recommended action

OO LleonAa @ ¢
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DIGITAL FACTORY NOW g

ANOMALY DETECTION
Ready-to-order
| .
i | Framework _ MLnext Framework and
-[i Execution: hardware
i e independent runtime for Al
i, | Excecution
ol =g | MLnext Creation: Codeless
— _ — /) creation of neural networks
Creation
o ™ =g | MLnext Service:
— J Support and consulting
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COLLECT DATA, STORE AND EVALUATE

Energy measurement - minimally invasive within
the PLCnext Factory as proof-of-concept

Example: How to start?
Success In 3 steps...

STEP1 STEP 2
., DATA COLLECTION | @ ?ﬁ OT MEETS IT
Holistic, ready-to-use [N Normalizing software
Hardware (control cabinet) bridge between OT
portfolio and IT
STEP 3

ANOMALY DETECTION
@ Platform and hardware-

independent anomaly

detection software
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DIGITAL FACTORY NOW ©
SMART AUTOMATION NETWORK YR

Requirements

Structured, managed,
reliable network

Gigabit ready for
future viability

Various diagnostic possibilities
for network optimization

@ (@ (@

OO LleonAa @ ¢

INSPIRING INNOVATIONS



DIGITAL FACTORY NOW
SMART AUTOMATION NETWORK

— Ethen
——— VPN
= = — T
Topologies Connection [ =
tolIT mGuard Secure
IT Remote servi
1 GBit/s
ayers

____________________

NI

E_._w—_ ISR T TR : mTTEm T amTEe
T
byt l"‘-"‘ .,,._..,?;f;'—]—-‘-' "E'?. o i vv:.g'“‘"" ‘=

Production line

© ° ©

Solutions

Reliable portfolio based on
long-time technical know-how

Consulting how to setup
managed networks

Software for fast startup,
diagnostic and networking
scanning

OO LleonAa @ ¢
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DIGITAL FACTORY NOWJ ;Q;
SMART AUTOMATION NETWORK

Ready-to-order
Managed Network | Managed switches, cabling,
switches installation connectors for copper and
o5 05— 05 o fiber based networks
\,, \9 w Holistic industrial
.‘\Q — / ethernet services

@ @0 [leoNTaa
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DIGITAL FACTORY NOW

CONNECTION OF SMART DEVICES
Requirements

Reliable wireless
connectivity

Fast wireless
communication

Restricted and
secured access

@ (@ (@
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DIGITAL FACTORY NOW

CONNECTION OF SMART DEVICES

Solutions

@ Customer consulting for
individual network solutions

Connection of smart end devices Connection of smart tool devices

WLAN network WLAN network

? ‘\‘b“: /

@ Easy connection and secure
access of smart devices

Q Temporary access points
(AP) for smart devices

OO LleonAa @ ¢
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DIGITAL FACTORY NOW M
CONNECTION OF SMART DEVICES

Wireless PLCnext Ready-to-order
ethernet library/ store

Large product portfolio for
Trusted Wireless, Bluetooth,
WLAN and NearFi

Holistic industrial
wireless services

g - 4 )
i \-" . |

=last : B \‘;

: . .ﬂ

Pre-engineered PLCnext function
blocks, libraries and apps
(REST API*)

*REpresentational State Transfer Application Programming Interface
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SMART PRODUCTION %}
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DIGITAL FACTORY NOW =)
SMART PRODUCTION

Requirements

More automation with as little
effort as possible optimization

More parameterization and
configuration, less programming

Faster startup and
reduced downtime

@ (@ (@
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DIGITAL FACTORY NOW =)
SMART PRODUCTION

Solutions

Intelligent, consistent,
flexible open PLC
automation standard

Solutions and products
for controlling, process
and functional safety

Smart collaboration of
Humans and Machines

© ° ©

OO LleonAa @ ¢
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DIGITAL FACTORY NOW
SMART PRODUCTION

Modular Smart Smart

operator production production

stations cabinets PLCnext
library

B

Ready-to-order

| Tested, validated and
customizable Smart Production
Cabinet for various applications
Tested, validated

B ) and customzable
Modular Operator Stations

PLCnext Smart Production library
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PHOENIX CONTACT Gmb

Flachsmarktstr. 8

32825 Blomberg
GERMANY

Pl

& p
monitored according

to IEC 62443-2-4

® | SECURE
| DATA

SECURITY EVALUATION | [~ )

Integration Service
Provider

Industrial IT Security

ICS Security Service Provi
SECURELY NETWORKED PRODUCTION

MANIPULATION DETECTION | _ @ _ - > .
L/ IV SUD Product Service GmbH certifies that th

%} IS maintaining a management system which me

T sults are documented in a report. See http://

SECURE MACHINE INTEGRATION



DIGITAL FACTORY NOW @
SECURITY EVALUATION

Requirements

Fulfillment of international
Cybersecurity Acts

Accurate and individual
security concept

Protection against external
and internal attacks

@ (@ (@
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DIGITAL FACTORY NOW @

SECURITY EVALUATION
Consulting service for holistic
W) i 9 360° security concept
Sy — (based on IEC 62443)
— oo WGBS
T i / ) e Ir 2 i i i
T j e @ Security threat and risk analysis
= e | Longterm, international
@ security expertise of

Phoenix Contact

@ 0 [LeoNTAa
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DIGITAL FACTORY NOW FQ jb
SECURELY NETWORKED PRODUCTION =

e - — : Separation into risk zones
—_— e ————— 8 @ | inline with industrial
ol o security standards
N s T Lk i

= — @ Reduction of complexity
e e y] i N by NAT and masquerading

RSTP
(Fast

2702904
FLSWITCH 2216

FL MGUARD RS2000 TXITX VPN inte
VPN rovter | o
g detection) 0 I
H ”H I“—‘ ‘ ! Frewal £
” |

e e s o 2981974 FL MGUARD DM

- w w w Fedpdndiuy Q
2702889 FL NETWORK MANAGER

ac 4 s ——————

FrrT

A : @ International remote
secure cloud service
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DIGITAL FACTORY NOW
SECURE MACHINE INTEGRATION

Seq. Protocol From IP From port To IP To p
0.13 ny
108.101 any
Sloes 7 E A
(R
§§ Firewall assistant:  OFF
@
— 1
. he— giddil TR \

Plug and protect with

1:1 NAT implementation

Protection against
unauthorized access

Intelligent firewall ruling

@ @0 [leoNTaa
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DIGITAL FACTORY NOW
MANIPULATION DETECTION

of

9 Antivirus scanner for
industrial applications

Detecting manipulation on
@ Windows-based systems,
even day zero attacks

/ 1\

)
L —
—
[—]
!
[—]

Q No installation and internet
connectivity required

@ @0 [leoNTaa
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N

DIGITAL FACTORY NOW
SECURE MACHINE INTEGRATION

mGuard security router Ready-to-order

=m | Proven security portfolio
— / with mGuard1100

| Proven security portfolio
with VPN remote access
by mGuard2000 and 4000

OO LleonAa @ ¢
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DIGITAL FACTORY NOW
SECURITY EVALUATION

TUV SUD ICS security
service provider

e 1
e
i @

-

3 CERTIFICATE
@ M.

. ITS1 025423 0015 Rev. 00

detals.

FE
[
1Chnsaan Dometer )

=

e

Ready-to-order

Individual security consulting

Trainings and seminars

OO LleonAa @ ¢
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For every manutfacturing
company and their
suppliers

Digital Factory now
projects
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Network Energy Meters Monitor Relays

DIGITAL
FACTORY

e L > Electronic circuit breaker Power Supplies Functional Safety PLCnext/ Edge
[ z \J 2 )
B |
A i Jvway, £ g-@l,;;.;, i ‘r|
We make the sustainable 3 g " Y .'ﬁ:‘: % g i”‘ml ! m
Digital Factory happen — now! N R ], Wil J =
. ‘—-1.3 i‘%‘ra'i':-!,l‘(»_ M u
Terminal Blocks Redundancy Hybrid Motor starters ~ Surge Protection
roy
=7 & 'A @
) _JI# Fé(é” ‘;E‘\' | r %
44 iy
. mPH(ENIX
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https://www.phoenixcontact.com/cc_power_powersupplies
https://www.phoenixcontact.com/cc_power_powersupplies
https://www.phoenixcontact.com/cc_power_powersupplies
https://www.phoenixcontact.com/redundancy
https://www.phoenixcontact.com/redundancy
https://www.phoenixcontact.com/redundancy
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm:path:/usen/web/main/products/subcategory_pages/Energy_and_power_measuring_P-14-04/9416cde4-3ab8-48e6-b35c-5bcaf36ec309
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm:path:/usen/web/main/products/subcategory_pages/Energy_and_power_measuring_P-14-04/9416cde4-3ab8-48e6-b35c-5bcaf36ec309
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm:path:/usen/web/main/products/subcategory_pages/Energy_and_power_measuring_P-14-04/9416cde4-3ab8-48e6-b35c-5bcaf36ec309
https://www.phoenixcontact.com/surgeprotection
https://www.phoenixcontact.com/surgeprotection
https://www.phoenixcontact.com/surgeprotection
https://www.phoenixcontact.com/quintdcups
https://www.phoenixcontact.com/quintdcups
https://www.phoenixcontact.com/quintdcups
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm%3apath%3a/usen/web/main/products/subcategory_pages/PLCnext_Controls_P-21-14/30b12f75-d769-4f0e-a783-4986ae3ae247
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm%3apath%3a/usen/web/main/products/subcategory_pages/PLCnext_Controls_P-21-14/30b12f75-d769-4f0e-a783-4986ae3ae247
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm%3apath%3a/usen/web/main/products/subcategory_pages/PSRmodular_safety_system_P-05-02-03/7d8ac1f2-c7b5-45f1-9b9c-9c5685d9df7a
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm%3apath%3a/usen/web/main/products/subcategory_pages/PSRmodular_safety_system_P-05-02-03/7d8ac1f2-c7b5-45f1-9b9c-9c5685d9df7a
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm:path:/usen/web/main/products/subcategory_pages/Monitoring_relays_P-14-14-04/c1b8ace6-9bab-4f10-bbb6-c13d0db30be5
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm:path:/usen/web/main/products/subcategory_pages/Monitoring_relays_P-14-14-04/c1b8ace6-9bab-4f10-bbb6-c13d0db30be5
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm%3apath%3a/usen/web/main/products/subcategory_pages/Managed_switches_P-08-10-16-01/aead25f7-3319-485d-8868-126c62b77cb1&cpn=ql_usen_17
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm%3apath%3a/usen/web/main/products/subcategory_pages/Managed_switches_P-08-10-16-01/aead25f7-3319-485d-8868-126c62b77cb1&cpn=ql_usen_17
https://www.phoenixcontact.com/terminalblocks
https://www.phoenixcontact.com/terminalblocks
https://www.phoenixcontact.com/terminalblocks
https://www.phoenixcontact.com/online/portal/us/?uri=pxc-oc-itemdetail:pid=1290013&library=usen&pcck=P-17-01-05-05-01&tab=1&selectedCategory=ALL
https://www.phoenixcontact.com/online/portal/us/?uri=pxc-oc-itemdetail:pid=1290013&library=usen&pcck=P-17-01-05-05-01&tab=1&selectedCategory=ALL
https://www.phoenixcontact.com/online/portal/us?1dmy&urile=wcm:path:/usen/web/main/products/subcategory_pages/Monitoring_relays_P-14-14-04/c1b8ace6-9bab-4f10-bbb6-c13d0db30be5
https://www.phoenixcontact.com/online/portal/de?1dmy&urile=wcm%3apath%3a/dede/web/main/products/subcategory_pages/Hybrid_motorstarters_network_capable_P-02-10-03/cfdab1eb-82aa-41e1-aadf-f4571ff6047f
https://www.phoenixcontact.com/online/portal/de?1dmy&urile=wcm%3apath%3a/dede/web/main/products/subcategory_pages/Hybrid_motorstarters_network_capable_P-02-10-03/cfdab1eb-82aa-41e1-aadf-f4571ff6047f
https://www.phoenixcontact.com/cc_power_distribution

Industries

DIGITAL FACTORY NnowJ

Automotive

Logistic, intralogistic o
(Leading industry)

(AMR/ AGV, COBOTS,...)

Food & Beverage

Thermo processes & machinery (Packaging, food, ..
ackaging, 1ood, ...

(Glass industry,...)

Any production

(...)

Electronic production

(Industrial, consumer products,...)

OO LleonAa @ ¢
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Industries

DIGITAL FACTORY NnowJ

DIGITAL FACTORY (g[e/}]

Customer:
End user/ Produciton infrastructure/ facility

Customer:
Machine and plant builder (OEM/ EPC)

Digital Factory now Industry:
Automotive industry

Digital Factory now Industry:
Glass industry (Hollow)

Application: [ | L ! | pplication:
Production data collection, storage and transport of I \ art control for main gas skid, reg. Machinery
data to have a better level of CO, ive/ EN746-2/1S013577-2 and NFPAS85, 86

Customer:
Car part supplier

Ser/ Manufacturer of pantyhose and knee highs

Digital Factory now Industry: tal Factory now Industry:

Automotive xtil industry

Application: Application:

End-of-Line test benches for clutches and gearboxes in Production data collection, storage on knitting
addtition to existing measurement for better diagnostic machines

in low-cost test benches

OO LleonAa @ ¢
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Digital Factory

now 360°
production tour




DIGITAL FACTORY NnowJ

Explore our

Discover virtual the

solution§ of the Digital D I G ITA L
production n Bad FACTORY

Pyrmont, Germany! ’ O L -

Click and drag to explore in 360°

the Digital
Factory now! 2603

Our production manager Dr. Till Potente will Test your knowledge of the digitization of
accompany you through the Digital Factory factories in our quiz and become a digital
of Phoenix Contact. expert.

@ @0 [leoNTaa
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https://www.phoenixcontact.com/assets/2018/interactive_ed/101_351351/index.html?lang=en
https://www.phoenixcontact.com/assets/2018/interactive_ed/101_351351/index.html?lang=en

DIGITAL
FACTORY
Nnow

Thank YOU!

Catalin LEPINZEAN - BD/KA Manager

CONTACT |



